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Four questions to answer today
What is needed to 

enhance 
understanding?

What is the role of  
underwriters and 

brokers?

What are the obstacles 
preventing a better 

understanding?

What is the role of the 
supervisors and/or 

regulators?

Our joint cyber 
insurance project

First-time collaboration w/ 
the Insurers and Brokers 
Federations in Brussels, to 
help midcaps to prepare the 
underwriting information 
and compare the cyber 
insurance offers

First presentation of 
« Preparing for Cyber 
Insurance » at the FERMA 
Seminar 2018

Available on 
FERMA 
website
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WHAT IS NEEDED TO ENHANCE 
UNDERSTANDING?

Preparing for Cyber Insurance
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Prepare for the dialogue on cyber insurance 

Underwriting info to 

prepare internally -

7 blocks of 

information 

Where to find the 

underwriting info?

3 blocks: IT area (I), 

Human resources (II), 

Corporate functions (III)

1

2

3
4
5 6

7

6

I

II III



www.ferma.eu

WHAT IS THE ROLE OF  
UNDERWRITERS AND BROKERS?

Preparing for Cyber Insurance
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Improve comparability of cyber insurance offers

Objective for 
the reader: 
better 
understand 
the various 
cyber 
insurance 
offers and 
the different 
degrees of 
cover and 
service levels
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Tool 1: Cyber
coverage 
components —
It shows how 
cyber insurance 
policies may be 
able to respond 
at the various 
stages of a cyber 
event

3 tools to improve comparability



www.ferma.eu

Tool 2: Coverage 
checklist— 14 
sample questions 
to ask to the 
insurer based on 
typical business 
concerns on cyber

3 tools to improve comparability
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Tool 3: Scenarios — involving fictional large mid-mkt 
organisations and showing possible insurance coverages 
with: 
- Interplay between cyber insurance policies and other 

lines of insurance
- Coverage considerations of this scenario in the various 

cyber insurance offers

3 tools to improve comparability
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WHAT ARE THE OBSTACLES 
PREVENTING A BETTER 
UNDERSTANDING?

Preparing for Cyber Insurance
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Clarity and certainty for the 
insureds

• Reduce legal and contractual uncertainty 

• Increase trust and confidence in claims settlement

– Conditions for claim settlement are very specific for cyber risks

• Need to clarify the procedure where the client is asked to 
demonstrate:

– The occurrence of a technical trigger giving rise to an insurance 
claim

– The occurrence of insurable impacts as consequences of this trigger 

• Need for success stories as the best promotion for cyber insurance -
demonstration of a successful claim management 
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WHAT ROLE FOR REGULATORS AND 
SUPERVISORS?

Preparing for Cyber Insurance
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Roles of regulators and supervisors

• To be discussed:
– Take into account the needs and perspective of corporate clients

– Set up neutral platform to support citizens and businesses and 
centralize cyber incident information

– Role in state-sponsored attack, problem of attribution and 
consequences on contracts (war exclusion)

– Not relevant to impose standards and norms
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Many thanks for 
your attention!

Available 
on 

FERMA.eu 
website


