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Silent cyber

Affirmative cyber



Cyber insurance products – the most common covers
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Affirmative cyber covers (cyber LoB)

Cyber extortion

Data restoration

Business interruption (BI) 

First party covers
1

Media liability

Privacy liability

Network security liability

Third party covers
2

Crisis management and PR

IT forensics

Notification

Service/assistance costs
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Cyber insurance products - additional covers and exclusions
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War

Bodily (personal) injury

Property damage

Reputational damage

Contractual liability and penalties

Intellectual property, patent infringement, trade 

secret misappropriation

Frequent exclusions

Payment Card Industry (PCI) fines

Credit and identity monitoring 

Regulatory defence costs and fines
(if insurable by law) 

Legal assistance

Other possible coverage elements

Computer crime and fraud

Contingent business interruption
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Broadness of coverage- a short history of time

2010 201920162013

System failure 

pops up more 

often in cyber

Cyber terror 

exclusion falls 

away

Appearing of non-

physical damage 

in global property

Future of war 

excl. in cyber?

Rise of privacy 

breach cover in 

non-tech segment

Property damage 

cover incl. in 

cyber

‘Malicious’ and 

‘solely targeted’ 

cyber attack loses 

relevance



6

Unless explicitly excluded, cyber risks might be covered by most 
traditional insurance policies

Extent of cyber risk coverage

SilentAffirmative Partially 

excluded
Fully excluded

Silent cyber exposures

• Cyber covers (cyber LoB) in traditional LoBs not 

monitored as such

• Inherent risk in traditional LoB through cyber as a 

peril

• Underwriters need to assess how silent cyber 

exposure might impact loss severity and frequency
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Affirmative Cyber Covers Silent Cyber Coverage

Information System Business 

Interruption

Data Restoration & 

Event Management

Cyber Extortion

Cyber Liability

Cyber Crime

Business Interruption/ 

Contingent BI

Property Damage

General Third Party Liability, 

Professional Liability

Directors and Officers
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Denial of Services/ 

Interruption of Ops
Critical 

Infrastructure

C
y
b
e
r 

B
la

c
k
o
u
t

In
te

rn
e

t 
P

h
y
s
ic

a
l 
A

tt
a

c
k

C
I 
P

ro
p
e
rt

y
 D

a
m

a
g
e

C
lo

u
d
 D

a
ta

 B
re

a
c
h

D
a
ta

b
a
s
e
 S

y
s
t.
 V

u
ln

.

Cyber Scenario Category

Material Scenario

Cyber Scenario

Cyber LiabilityCyber Crime

Payment System Hack

Swiss Re’s accumulation framework covers both affirmative as well 

as silent cyber
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Legal notice

10

©2018 Swiss Re. All rights reserved. You are not permitted to create any modifications 

or derivative works of this presentation or to use it for commercial or other public purposes 

without the prior written permission of Swiss Re.

The information and opinions contained in the presentation are provided as at the date of 

the presentation and are subject to change without notice. Although the information used 

was taken from reliable sources, Swiss Re does not accept any responsibility for the accuracy 

or comprehensiveness of the details given. All liability for the accuracy and completeness 

thereof or for any damage or loss resulting from the use of the information contained in this 

presentation is expressly excluded. Under no circumstances shall Swiss Re or its Group 

companies be liable for any financial or consequential loss relating to this presentation.


